e

5955/7

IN REPLY REFER TO:
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UNITED STATES GENERAL ACCOUNTING OFFICE
REGIONAL OFFICE
143 FEDERAL. OFFICE BUILDING, 50 FULTON STREET
SaN FRANCIscO, CALIFORNIA 94102
81207 ﬁovember 19, 1870
Comanding fficer IR

Oakland, California G625
Dear Sir:

We have reviewed the peolicies, procedures, and practices related
to the production and use of computer-generated outpu. at the Naval
Supply Center, Oakland (NSCO), California. Our reviex was made pur-
suant to the Budget and Accounting Act, 1321 (31 U.8.C. $3), and the
Accounting and Auditing Act of 195C (31 U.S.C, 67), and was undertaken
because of the increased dependency upon automatic data processing
(ADP) methods and techniques by nearly all aspects of NSCO operationms,
and our bellef that such reliance warrants careful and effective man-
agement control over all available ADP resources,

Our review which was completed in August 1370, has led us to
believe that inadequate management controls have resulted in question-
able use of ADP resources. 7The basis for this conclusion, and our
cbservations and opinions In specific areas are presented below for
your review and comment.

NAVAL SUFPLY CENTER COMPUTER QUTPUT

We examined in detall severasl different types of computer-generated
output, These included listings, reports, overprinted standard forms,
and remote terminal output. Examples of our cbservations are described
below:

Haster Stock Availability/Material Location Listing

This 1Is a six-copy 8,000 page (approximately) report which gives
the stock number, quantity-on-hand, and warehouse locations of all stock
items (about 900,000) at NSCO. Documentation on why this report was
originally developed, its intended uses, and who authorized it coculd mot
be found;, however, our discussions with the six recipients showed that:
one stores it away for emergency use in the event of a disaster, two
use it occasionally to locate selected line ftems, two use it as back-up
in the event their usual sources of data become wnavailable, and one has
no use whatsoever for it. W¥e believe that adequate substitutes are
available for some of the limited uses made of this listing. For example,

-~

L nicat
[072817]




Commanding Cfficer
NSC - Oakland -2 -

magnetic tape files can be stored away for disaster security, and
remote terminals can provide location information.

This report is produced siz times annuwally, requires three computer
prograns (each on a different computer), and about 180 hours of computer
time for an estimated cost of over $10,000, We question whether the
benefits received are worth the costs.

Personnel Reports

The Persomnel Automatic Data System (PADS) is a relatively small
application consisting of a 6400 card (approximate) master file and
several recurring reports. The system is also used to provide one-time
reports and analyses, and, during fiscal year 1370, 24 jobs were re-
quested which required 234 hours of programming effort. He examined
several one-time jobs, and found that the information in them could
frequently be obtained by other means. For example, in January 1969,
a request was mede for a listing of the approximately 100 to 150 NCO
employees who would reach 20, 30, 40, and 50 years of Fecderal service
during during 196%. The same type of information was requested again
eleven months later. It took six hours te program each applicationm.
In our opinion, it would have taken a clerk less time to extract the
information from the Monthly Haster File List than 1t did to program
and run the application on the computer,

We also looked at recurring PADS cutput reports that appear
questionable as to benefits. One such report is a quarterly listing
of a@ll the N5CO Civilian employees who have retired from military ser-
vice--about 133 in all as of July 1970. This listing contains a maximum
of 56 characters of information on each entry and, in our opinion,
could be extracted easily and quickly by hand from the Honthly Master

File List. It toock eight to ten hours to program the computer for this
application.

Overprinting of Standard Forms

8ix data processing applications were perfoﬁaed where the computer
was used to overprint small amounts of information on standard forms.
The amount of printing varied from seven words on a BD 1348-1 form, to
about 60 words on a Standard Form 50. The programming effort on these
assignments took about 15 hours.

We could find no evidence at NSCO that cost/benefit studles had
been made to determine the most economical way to overprint standard
forms. In some cases, we think clerks could f£ill in the overprinted
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information along with other data entered manually; occasionally rubber
stamps can be used; and, printing equipment has been utilized for many
years because of its economy and speed. In our opinion, computers were
not designed or intended to do simple printing jobs and should not be
used for this type of work until all alternate methods have been con-
eidered.

Remote Terminals

The Data Processing Department has placed 14 remote terminals
throughout the center that permit NSCO personnel {or anyone else who
can get into the center) to either query or update the master inventory
file or 15 other files. Though there are some programmatic safeguards
to prevent the entry of obviously erroneous data, it is still possible
to insert incorrect information; thus, the integrity of the Information
stored in these files may be compromised.

Additionally, it is possible for someone who knows the system to
place unauthorized orders for supplies and have thenm sent to an address
of his choozing ~ and then to have the transaction eliminated from the
records. We don't know of any instance where this has actually happened
at NSCO, but NSCO officials have told us that It i{s possible under
existing eircumstances.,

In our opinion, the present procedural and programmatic controls
should be reviewed and strengthened to minimize these potential hazards.

GENLPAL CONCLUSIONS

¥e believe these examples demonstrate management and system problems
in several areas. These are briefly described below:

The Reports Management Program

The Department of the Navy has directed all Naval activities to
establish and maintain a reports management program. This requirement,
(ADINST 5213.29, 27 August 1965) calls for administrative controls over
all transmissions or presentations of data or information that are sub-
mitted on a cne-time, vecurring, regular, periodic, or as-required basis.
In response to this, NSCO Ilssued Imstruction 5213.5A of 17 Harch 1967,
vwhich directed establishment of an organized effort at the local level
intended to improve the development, control, and analysis of reports
and reporting systems.
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The procedures to be followed for the control of veportz under this

' . program include maintaining a central record of 21l reports within the

purview of the program, assigning control symbols to each report, and
initiating systematic reviews for current need and economy of preparation.

There are over a thousand different veports generated at the Naval
Supply Center, over 80 percent of which are produced by ADP techniques.
Although NSCO imstructions do not exciude eonputer-produced reports from
the scope of the local program, we found that they have been omitted
almost entirely.

BPD Contreols over Computer Output

NSCO Instruction 5230.2, dated 26 Hay 19€C, and Change 2 to that
Instruction, dated 22 July 1369, specify the procedures to be used when
processing requests for ADP output. If data is needed on a continuing
periodic basls, the ADP Coordinator in PECD is required to evaluate and
approve the request., Requests for nonrecurring ADP services are to be
submitted directly to DPD, where the validity of the request is supposed
to be investigated prior to acceptance.

Several inadequacies exist within the prescribed review and approval
process, particularly that for nomrecurring services. For example, NSCO
instructions do not require requestors to perfort: cost/benefit studies
or to consider alternatives; they do mot specify an appropriate manage-
ment level authorized to initiate or approve requestc for ADP gerviees;
and they do not provide eriteria by which DPD can determine if requests
are justified, DPD officials have told us they de not have the necessary
background and expertise to make critical evaluations for many of these
requeats, and they must assume the requests have been reviewed for
essentiality and suthority by appropriate officlals prior to reaching
their department. In owr opinion, such &n assumption can be made only
when gualified reporte menagement personnel, assirned to each department,
are performing this function in accordance with Lepartment of the Navy
policy. At the present time, they are not.

There are also discrepancies between NSCO's written procedures and
its actval practices when processing requests for recurring ADP services.
For example, we were told that all requests for ADP gervices are usually
forwarded directly to DPD. The requests for recurrifiz seywices are for-
warded to the ADP coordinator only when serious questlons apise or when
the job cannot be accompliszhed within available resdifrmes,. -This practice
tends to reduce the effectiveness of the intended controls over computer
cutput, since the ADP Coordinator does not review and approve most re-
quests for recurring services as contemplated in formal NSCO procedures.

BEST DOCUMENT AVAILABLE
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Internal Reviews of Computer Output

We knov of only one internal review of corputer output that has been
performed at NSCQ. It was conducted in Septenber and October of 1568
vhen the Data Processing Department sent a standardized questionnaire to
all report recipients asking then to review and justify their continued
need for specific outputs. The results were described as "disappointing'
by the Director of DPD.

¥We believe that DPL's attempt to review couputer output was coumend-
able. lowever, such studies will be effective, ir our view, only a5 they
attenpt to identify and correct basic syste. prot:lems and cotlhier factors
contributing to the production of nonessential output.

RECOMHENDATIONS

During discussions with DPD officials, we explored several alter-
native concepts for improving management control over the data processing
function. We think one of these concepts in particular would be effec~
tive; it involves operating DPD partially as a relslursable service center
in that each NSCO compeonent would be charfed for all unigue (non-UALPS)
data processing services received. OQur experience has been that controls
arc usually more effective when based upon costs rather than on procedures
alone. Such a system at NSCO would give the Data Processing Departrment
an effective handle over coctz and workloads, and would also serve to
motivate KSCO management personncl to review more carcefully their data
processing needs. Therefore, we recommend this possibility be given
serious study.

We also recommend that NSCO develop ané implesnent an improved systen
of reports and ADP procedural controls that will rcsult in more effective
management of computer output and better controcl over requests for ADP
services, including:

--periodic reviewvs of recurring computer outruts for need, econony,
and frequency of preparation,

-~documented cozt estimates for AI'P gervices and communication
of those estimates back to the requestors pricr to programwming
and running the proposed application; and,

-~-thoroush reviews by hich-level individuzls who are adequately

qualified to evaluate the needs, cost effectiveness, and
authority for requests for ADP services.

BEST DOCUMENT AVAILABLE
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Ve @ppreciate the cooperation given to our representatives during
this review, and would like te recelve your couments and advice oo any
action that has been taken. or is planned, in repond to our su.jesticus.
A copy of this report Is belny forwarded to the Comptroller of the Kavy.

Sincerely yours,
B W SULL

4. ¥, Clavelll
Ferional Fangper

cc: Comptroller of the Navy
Dir.-DD :
J. K. Fasick, Assoc. Dir.-DD
H. 'Pell, Assoc. Dir.-DD
E. J. kahoney, Deputy Dir.-OPSS

Dir.-0PSS 1"

BFST DOCUMENT AVAILABLE
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